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Why Virtualize?

 Hardware consolidation

 Migration and hosting of legacy applications

 Resource management and balancing

 Faster provisioning

 Fault tolerance
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What’s Different About Embedded?

 No “Room for Growth” in embedded devices:

• Tighter power budgets

• Tighter processing budgets

 Less need to run unmodified privileged 

executables:

• Most runtime code ships with the device

• Applications tend to run in JVM, or web-hosted
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Server Vs. Embedded Virtualization

 High overhead & memory footprint

 Suitable for servers/desktops

 Difficult to certify for security apps due 

to size
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devices
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Key Applications for Virtualization in 

Embedded

 Mobile phones

 Networking/telecomm infrastructure

 Point of sales terminals (POS)

 Set top boxes

 Automotive “Infotainment” and telematics
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Key Embedded Hypervisor Attributes

for Single Core

 Security

 Low latency for real-time applications

 Small ROM/RAM footprint

 S/W portability

 Greater system stability/robustness
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Trango’s Approach

 Hardware centric design is optimal.

 Real-time and security from day 1.

 Thin, light hypervisor that closely resembles 

the underlying SOC.

 20-30k-byte footprint for both low latency and 

tamper/hack resistance.

 OS agnostic.  No more tied to an OS than the 

underlying SOC.
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Key Embedded Hypervisor Features for 

Multicore

 Ease of legacy migration

 Enhanced load balancing

 Greater uptime

• Redundant or “fall-back” copies of the OS

• Background firmware update/validation
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Virtualized Multicore System

 Each Hypervisor can create multiple virtual processors

 Fractional CPU assignment for background tasks such as firmware 

update/system health monitor/power management

 Execution Environment can share resources from different CPU cores

CORE #2 CORE #3 CORE #4 CORE #1 
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Virtualized Multicore System cont.

 Ability to switch off cores 

 CPU resources dynamically allocated according to Execution Environment 

requirements

Switched off core

CORE #2 CORE #3 CORE #4 CORE #1 
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 Ability to migrate all Execution Environments to one core 

 OS/Applications need no specific knowledge of SMP for legacy migration

 Large power savings

Switched off cores

CORE #2 CORE #3 CORE #4 CORE #1 

Virtualized Multicore System cont.
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The Need for Standardization and 

Portability

 Paravirtualization requires that OEMs “touch” 
their code to meet each virtualization 
provider’s API

 When code is “touched” privileged 
instructions are replaced with API calls to the 
hypervisor

 These APIs are unique to each vendor

 This locks them in to a sole sourced 
arrangement, which is problematic
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The Multicore Association Roadmap

Communications

- MCAPI:  ultra-light weight

Resource Management

- Memory management

- Basic synchronization 

- Resource registration

- Resource partitioning 

Task Management

-Task scheduling

The MCA Pillars

Virtualization (or OS)

Communication Resource

Management

Task

Management

Debug

Multicore System

Adopted stds

MCA Foundation APIs

Value Added Functions
• Languages

• Programming Models

• Design Environments

• Application Generators

• Benchmarks

Services
•Load Balancing

•System Mgt.

•Power Mgt.

•Reliability

•Quality of Service

Debug

-Support for pillar functions
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Establishing Standardization and 

Portability

 Multicore Association’s Hypervisor Working 

Group is working on compatibility issues

 Other hypervisor standardization topics

• Load balancing

• Debug

• Interoperable tools

• Scheduling
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paravirt_ops

 Set of paravirtualization information and 
functions to communicate with a hypervisor

 Same Linux binary can be used either on bare 
CPU or on top of different hypervisors

 Runs a bit slower on native when this feature 
is activated 
(indirect call through paravirt functions).

 Available today on x86



Santa Clara, CA   USA

October 2008 17

Paravirt_Ops Overview

HARDWARE PERIPHERALS

CPU Core(s)

Operating SystemRTOS

ñBare Metalò 
interface

CPU Kernel 
mode

Virtual

Kernel mode

Software 
CPU user mode

virtual

user mode

Hypervisor

Kernel Mode 
Applications

User Mode

Applications

Paravirt_Ops

Hardware
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Measuring Hypervisor Performance

 Embedded Microprocessor Benchmark Consortium® 

(EEMBC)

 Industry benchmarks since 1997

 Tool for evaluating embedded processors, compilers, 

systems

 MultiBench for shredding multicore processors

 HyperBench focused on testing virtual machine 

monitors (VMMs)

• In development now
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Hypermark Framework

Hypervisor

CPU

SoC Memory & Peripherals

Standard

Workload #3

Evaluation Board

Standard

Workload #2

Standard

Workload #1

Note: memory resident applications do not touch the hypervisor-

emphasis is on I/O which is typically virtualized
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The Hypermark: Important Metrics

 Overall performance overhead of a hypervisor, i.e. 

CPU loading

 Static footprint (code and data size)

 Energy consumed by a hypervisor

• Especially critical in mobile

 Jitter

 Interrupt Latency

 Comparison to native performance

 Degree of “touch” imposed on native code
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Get a Grip on Hypervisors

 Performance Analysis

• Don’t get squeezed out by overhead

 Interface Standards

• Avoid vendor stranglehold


